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Hackers Are Targetmg Nuclear Plants, U 5 Says

By NICOLE PERLROTH

Since May, hackers have been

penetrating the computer net-

works of companies that operate

nuclear power stations and other

energy facilities, as well as manu-

facturing plants in the United

States and other countries.

Among the companies targeted

was the Wolf Creek Nuclear Oper-

ating Corporation, which runs a

nuclear power plant near Burling-

ton, Kan., according to security
consultants and an urgent joint re-
port issued by the Department of
Homeland Security and the Fed-
eral Bureau of Investigation last
week.

The joint report was obtained B | i
by The New York Times and con- ] : " 1 ,,“ ,' =il
firmed hy security specialists who P ez | Tt
ave been responding to the at- g b '1 5 A
tacks. It carried an urgent amber § N b3 p 18
arning, the second-highes
ng for the severity @

The repom
vhether th

ttempt

tealing A
art o ; T

er indicatior tﬁat haCk ments :

, from M The origins of the hackers _
T not known. Bllt the report i
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Cyber in the News
(Stoplight Charts)

M&S Work
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Methodologies

Cybersecurity'

A science of security will develop

—a body of scientific laws

Network
Layout

— testable explanations

— confirmation or validation of
predicted outcomes

Plaster casts made in European de-
tective laboratories in order to study
crime scientifically

1 https://mail.google.com/mail/u/0/#search/nas/15c758e80b12d023



There are strong and well-developed

bases in the contributing disciplines:

* mathematics and computer science
* human sciences'

A scientific approach to cybersecurity
challenges expands understanding of
* systems

* defenses

* attacks

* adversaries

1 https://www.amazon.com/Research-Methods-Cyber-Security-Thomas/dp/0128053496




: Natlonal Academy of Saence &Cyber
Research

Findings included
— Interdisciplinary program examples — U of Bochum

— Questions current research
* High frequency publishing vs quality
* Enabling results

— Longer research projects may help

14
1 https://mail.google.com/mail/u/0/#search/nas/15c758e80b12d023
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 Cyber Security Science

I 700s— 1960s — complex industrial systems with

integrated timing handled by respective operators
1960s — 1980s — Systems Theory (e.g.,VWymore, Zeigler
..) texts introduced

1990s — 2000s — micro computers increased number of
entities to point where scale and scope of new systems
introduce overall security / safety issues

Early 2000s — present — “cyber” introduced as topic in
security circles

Next step ?

*  Computer Science

Pre History — 1930s —“computer” was a person who used
various devices (e.g.,Abacus, analytical engine, etc.)

1930s — 1950s — algorithms (e.g., Church-Turing, ...), N.
Wiener’s “Cybernetics,” identified as independent domain

1950s — 1970s — development of computer science curricula
and specialized literature (e.g., first PhD ~ 1965)

1970s — present —“Computer Science” with provable
hypotheses

e Material Science

Pre History to 17" Century — Alchemy
| 7t Century — 1960s — Metallurgy
1960s — present - Material Science

Still recipe based
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International Space Station

Peobability of No frapxets Fram a > 1 ¢m €} Ixbris

We have built high risk, complex systems, for new domains

Hard Problems are what M&S is For
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Cyber IVI|SS|on IVI&S Communmes

MiSSion Assured Cyber
Operations | professionals

Operators

Cyber for Cyber for
Others Cyber

18



Cyber for Others, C40
o Recognise cyber attack indicators
o React — call C4C

19



Cyber for Cyber, C4C

o Block network attacks

o Mitigate network attacks

o Reconstitute networks

20



Mllltary Act|V|t|es & Cyber Effects (MACE)I

Military Effects(C40)

. Espionage
Cyber | —
(C40)

21

1 Bernier, M. (2015). Cyber Effects Categorization - The MACE Taxonomy. DRDC Center for Operational Research and Analysis. TTCP JSA TP3 Cyber Analysis



Example Cyber MlSSlon Use of Standards
* OASIS standards address |IA to protect

* CybOX (Cyber Observable eXpression)

—  STIX (Structured Threat Information eXpression)

—  TAXIl (Trusted Automated eXchange of Indicator
Information)

* Cyber Range Interoperability Standard (CRIS) for

connect different range emulations’
- SISO Training Standards

22
1 http://www.dtic.mil/ndia/2014/test/Ferguson. pdf
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Lloyd’s of London
scenario looked at a
U.S. power grid failure

L https://www.lloyds.com/news-and-insight/risk-insight/library/society-and-security/business-blackout
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. and, while a major
cyber attack is unlikely ...

Cyber attacks,
including against
industrial control
systems, are a
continuing
phenomena
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Insurance Concepts & Systems
Engineering for Cyber

* Bohme & Schwartz (2010) provide an excellent summary of cyber
insurance literature and define a unified model of cyber insurance

that consists of 5 components:
— the networked environment
— demand side

— supply side

— information structure

— organizational environment

* In addition, the defining characteristics of cyber insurance are
— interdependent security
— correlated failure
— information asymmetry

1 http://mobile.royalgazette.com/business/article/20170714/ics-sees-ratings-as-key-for-cybersecurity&template=mobileart

Q




* Factor Analysis of
Information Risk

(FAIR) Model !

* “How to Measure
Anything in Cyber
Security Risk’?

28
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To ensure that the Information and Telecommunications
Systems used by the Public Authorities have the <
aporopriate level of cyber security and resilience.

To foster the security and reslilience of the Information
and Telecommunications Systems used by the business
sector in general and operators of Critical Infraseructures

in particular. To contribute to

improving cyber
To enhance prevenuo.ﬂ. de.:ect.lon, reaction, a{\aly.sls. i security in the
recovery, resgponse, investigation and coordination i .
i e dad : L et L international
capabilities vis-d-vis terrorist activiies and crime in

cyberspace. sphere

To raise the awareness of citizens, professionals,
companies and Spanish Public Autherities about the risks <
derived from cyberspace.

Teo gain and maintain the knowledge, skills, experience
and technological capabilities Spain needs to underpin 2ll «
the cyber security objectives.
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&:yber Model Example - Introduction

Systems Engineering Systems Implementation

* Build Enterprise
Description Model

) R - OperationsCo
Requirements Definition

Architecture Defini

* Use Analytic Model

Cost, schedule, performance, risk mon
tro

OperationsPlanning and Preparation

Operaticns Management

Project / Systems Management




d Modeling

Enterprise Model

People manage enterprise due to the
scope of information

forsuccessinthe
nextfiveyears ss

BY KIM S. NASH

Meet the Honorees
Seewho joined tt 0 Hall
of

Fame and earr nes
Hatdiownragaz.com

ed "0 t

1 http://www.itl.nist.gov/div898/handbook/apr/section1/apri61.htm



valuation

. Data (e-g, People., Process & Tool Model of “As Is’ . Rates assigned Rates for Ove ra" n erprl.se
Discovery domains) Enterprice Failure Rates | ;2 fsrene Val i > Cyber Risk
Interviews & Surveys FOI" eaCh uinerabl 't)' Estimate

Network Data Domain Estlmate

Authoritative Data

“As Is” Enterprise

Data to Rates

i Risk Model
-2013 OT&E AR e
. -Annual Occurrences !
-Verizon report |
-McAfee / Symantec |
v
Strategy Alternatives Strat €<— Policy
Cost rate
Ti?nseliness s gy ‘e Training
Effectiveness Evaluatlon <— Technology
Metrics

-Dollar quantifiable (e.g., Target, Nieman Marcus ...)
-Media quantifiable (e.g., Snowden, Manning) — number
of articles / exposure




Enterlse Moel (Populate with known Data)

People, Processes & Tools from Surveys / Interviews

Enterprise
(Security View)
|
[ [ [
People Processes Tools / Technology
I | |
[ [ I [ [ I [ [ I
Threat ACC?S to Mobile Recruiting Manufacturing  Procurement Software Firewalls Security  Authentication
Vectors Critical Access Site (i-e. Internet access,  Software Patch g Log, Ol Layers Architecture System
Information (e.g, BYOD) (e.g.job req O&M schedule) (i, Internet access, Schedule acket Inspection) Level
data) O&M schedule) \
Q&A to Static
Enterprise Model
Use the Q&A process to develop an information structure amenable to modeling: /

System Access
Personally Identifiable Information (PIl)
Social Media

System Access

Fixed Site
Mobile

Business System access
Technology System Access

Recruiting
Screening

Critical Information
High Volume (e.g., manufacturing)

Maintenance Schedule
Patch Schedule

Software Updates

* User Authentication

* Secure Sockets Layer (SSL)

»  Security Architecture Level
* Firewall — monitoring & control
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Enterprise Model & Para

(organize respective failure rate estimates)

L

i )“enter rise vulnerabilit =\ eople AND A rocess AND >\’too|s
Enterprise p y = Ppeop p
(Vulnerability View)

|
| | AN

! technology
People people Processes processes Tools / Technology

ACC?§5 to Mobile Recruiting Manufacturing Procurement Communications Firewalls Security  Aythentication
Critical Access (i.e., value-add) (eg, OSI Layers ~ Architecture System

Information (e.g,BYOD) & Packet Inspection) Level

A A AND A AND A,

people ~ “Vcrit info access 'mobile access recruiting

* M\ is the failure rate for the respective domain (e.g., people, process, tool)
or one of its components

* Exponential distribution results in “additive” combination of failure rates
over the heterogeneous data for the respective domains
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“As Is”’ Risk Estlmatlon
(Strategy —“Do Nothing”)

Time (months) vs. Mean Time to Exploit

(MTTE)
(Strategy : Do Nothing)

People

=

2
o
x
wJ

5

[T

2 so%
25

Processes

Tools

——PPT

Probabili
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Example Countermeasures as Work Packages

Work Packages People Process Tool Implementation Cost
()\'people) ()"process) ()"tool) Time ($ K)
Access o O O months 10’s

Mobile Device months 10’s

Critical Information months 10’s

Phishing weeks 10’s

Training Internet Use weeks 10’s
Social Engineering weeks 10’s
Firewalls days 100’s

Technology M&C days 100’s

® o
® o
® O
o O
® o
O o
O O
o O

® 6 ®§ O O O O o

Authentication weeks 100’s

Work Packages provided as policy / training / technology “fixes” and affect cyber enterprise domains (i.e.,
people, processes and tools) independently

Independent Work Package provision results in ready project plans in terms of time and cost estimates f
improving enterprise resiliance
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Enterprise

(Information Asset View)

Access to
Critical
Information

Mobile
Access
(e.g., BYOD)

Recruiting

Processes

Manufacturing Procurement
(i.e., value-add)

Communications

Tools / Technology

Firewalls Security  Aythentication
(e.g., OSl Layers  Architecture System
& Packet Inspection) Level

1“Artificial Intelligence and National Security” (http://www.belfercenter.org/sites/default/files/files/publication/Al%20NatSec%20-%20final.pdf)
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* / Prototype builds

* |1000s of hours of
testing / evaluation

Death Valley Hot Weather Testing

CAUTION!
HEAT [

DANGER g
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Cyber M&S / Test Example

STEALTHNET OV-1

NSUT Operational NSUT
Tester Threat

Test Team

Apphcation Layer
Attack: Virus Epidemics
Defense: Secure web, access control

Transport Layer
, ) Attack: TCP jellyfish, UDP DDOS
Cyber Threat Defense: TLS. SSL

; Stimulation Network Layer
In-The-Loop < - Attack: Wormhole, rushing attackers
lntemce Defense: MLS, IPSec, ISAKMP,

00p
Interface Link Layer

.-I —_ ‘I -.-‘] Attack: Tracking, Link disruption
! on, CCMP

Defense: Link encryp

Simulated Network Architecture (radios, / Physical Layer

routers, firewalls, ...)

Attack: Jamming, battery exhaustion
Defense: Spread spectrum, LPD

Network System Under Test (NSUT

Network Emulation (StealthNet) injection into
Network System Under Test (NSUT)'

! http://www.dtic.mil/ndia/2012/system/ttrack5 1 495 | .pdf
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Cyber—Range Event Process Overwew

PLAN &
DESIGN

e Event Goals

- Event Scenarios Logical
(MSEL) Range

* Event Environment
e Metrics

Sites/Participants
Control Plane
Instrumentation Plane

DATA
- ASE

 Cyber Ranges
and Capabilities

 Cyber Range
Support Tools

+ Data Collection
Plan




Cyber Operatlons Archltectu re
Training System (COATS)!

E Cyber Effects

Cyber Range Environment
(JIOR, JMETC, NCR, etc.)
Traditional Battlestaff Training
Architecture * Cyber Operators (Blue + Red)

(JLVC, JTTI+K, etc.) * Cyber M&S
* Cyber Sensors

Cross-Domain Solution
* Interfaces/Gateways

Traditional Effects

Battlestaff
Operations

Degraded Operator Workstations

in a Contested
‘ Environment

N

C4l] Systems

Inject Cyber Range effects into Command Staff training simulati

12015 I/ITSEC Best Paper (http://www.iitsec.org/about-iitsec/publications-and-proceedings/best-papers-and-tutorials-from-past-iitsec)
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“I’m no expert, but I think it’s
some kind of cyber attack!”
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Situational
Awareness,

Assuring Cyber Mission
L Effective Missions Control

P
/\ Agile Autonomic
Cyber Agility

kOper:anticms

&KX

Fusion

Instrumentation , ,
Sensing Manipulation

Observables Controls

/\ . = > Y Actuation

-~

. Resilient
Resilient Algorithms

Infrastructure and Protocols
.

1
~

Effects

Metrics

Metrics

Trust

&KX

>
Cyber Mission Representation (DoD SBIR Conf - 2013)

47

! https://www.dhs.gov/sites/default/files/publications/csd-sbir-20 | 3-drsteven-king.pdf
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Two major subspaces of cyber M& S
problems

Technical Difficulty

High =+

Attack
Analysisand
Simulation
Business
Impact
Analysisand
Simulation

I | I Granularity

Host/Network System Business
Events, Components Assets Functions

1 NATO IST 094
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MITRE & ATT@CK Framework!

Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement
Execution

Collection

Exfiltration

Command and Control

 ATT@CK provides
decomposition of cyber
attack cycle -

nce  Collection c scovery w Lateral - pecution

Command
nd 1 Movement

Detailed grid Enable outlin
Data Da Credential | Winlogon | Datafrom | FileSystem | System || LocalPort || Application = Windows

Obfuscation |Compressed ~Dumping  Helper DLL LocalSystem  Logical Service. Monitor  Deployme. Remote.

Fallback | Exfiltration ~ Network | LocalPort | Datafrom || Bin Application | Accessibility|  Remote Service
Channels | OverOthe... | Sniffing | Monitor  Removabl.. Padding | Window... Features  Services | Execution

Custom  Automated Accessibility  Data from : Query Path  Windows | Windows
Cryptograp... | Exfltration PUtCAPIIe “pojires Network.. —Reotkit Registry | Interception  Remote.. Manageme...

Multband | Data  Exploitation Basic Obfuscated | Local | DLL Search 1o | Scheduled
! Communicatic  Encrypted of Input/Outp.., PPUtCaPtUre  Cpyolor. | Network.. Order.. LogonSeripts “Cp g
Standard | Scheduled  Credentialsin||_Shortout g Remote | FileSystem = Shared | Command-
. e X P a n S Cryptograp... | Transfer Files | Modification D2taStaged | Masquerading| gyoior ' permissio... = Webroot  LineInterface]

Commonly  Data Transfer | Credential Modify Screen DLLSearch | System |\ oo .| Exploitation | Graphical
UsedPort | SizeLimits Manipulation Existing... = Capture Order...  Owner/Us... of.. User Interface}

. Uncmmenly BN pnietone i o S e S TR coiping

g : e Dsch Mmoo o S e

PowerShell

Connection
Proxy

Change ' m Security | Exploitation  Windows
DefaultFil,., Audio Capture  Scripting of..  Ad

Software... imin Shares
Communicatic File System Indicator || Permission | Legitimate | TaintShared | Process
ough. .

L]
ta Ctl C S t O O I S a n d th re at " . Thiough Permissio. Vide0 Capture g e Groups..  Credentisls  Content  Hollowing
Custom ) Exploitation | System | Bypass User Replicati Execution
, Comman.. Bls of. Informatio... Account.. through APl
Standard Scheduled Indicator File and

Task Removalo... Directory...
Web Service Service DLLSide- | Account

g rou P S ‘ B




Network
Hardening

Alarm
Correlation

And Attack
Response

Placement

50
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Analyzmg Mission Impacts of Cyber
Actions (AMICA)!?

Completed
Missions

For mission analysts, we
seek to answer mission
Impact questions

For cyber defenders and
analysts, we consider
security posture

' 2015 NATO IST 128 Workshop (https://pdfs.semanticscholar.org/ff89/1 d6348e2e2f01b3eef52126b45c64 1 10a0al.pdf )
2 http://csis.gmu.edu/noel/pubs/2015 AMICA pdf



Science of Cyber Security

Developing Communities

Cyber Risk Evaluation & Assessment
Cyber Model Example
Current Evaluations

Developing Work
Wrap Up




Cyber Threads

Examples

People

Mission Operators

Cyber Security Professionals

M&S Professionals that help design secure cyber
systems

Process

Insurance Evaluation

Assessment Frameworks

Knowledge Based Design

Range Testing

Modeling Process for Developing Secure Cyber
Systems

Technology

Attack / Dependency Graphs
Layered Network Simulators
Threat Frameworks

53




5 Step Formula for Cyber M&SSuccess

Use your skills to make a contrlbutlon to Cyber
Modeling i | |

Because we need it

| know you can do it

Think what you've done together before

Now let’s go and do it!

54
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